THE WanderBox FEATURES:

CAPTIVE PORTAL, FORCED
BROWSER REDIRECTION

THE WanderBox COMBINES ESSENTIAL NETWORK
FUNCTIONS IN ONE PIECE OF ROBUST, ENTERPRISE-
GRADE EQUIPMENT.

Redirect end user welb requests to an infernal captive portal web application, for seamless
authentication and authorization options.

END USER EXPERIENCE
MANAGEMENT

With the WanderBox, administrators can specify bandwidth rates, quotas, and web access levels
for different tiers of end users.

DYNAMIC AUTOMATED END
USER ADAPTING BILLING SYSTEM

The WanderBox automatically bills end users according to one-time administrator programmed
rates, for different tiers of access.

ROLE-BASED AAA POLICY
ENFORCEMENT ENGINE

The unique policy-based user management engine built info the WanderBox gives administrators
complete control over end user network access and usage.

WEB EXPERIENCE
MANIPULATION

Take control of end user's web experiences with the WanderBox, allowing for optimal monetization
methods like, infersfitial content injection or forced page redirection, to highlight special services.

ADVANCED CORE
NETWORKING SERVICES

The WanderBox has a host of integrated network services including, among others, full featured
DHCP, DNS and RADIUS servers. In addition, the WanderBox is a highly adaptive and efficient,
persistent web content caching engine enabling a greatly accelerated browsing experience for
the end user. The WanderBox is a complete routing solution that can compete with the best
network routers in terms of reliability, robustness, feature sets, and WAN to LAN throughput speed.

WAN SIDE LINK AGGREGATION
& LOAD BALANCING

The WanderBox's integrated load balancer/link aggregator gives administrators the opportunity
to increase bandwidth and add back up links, fo adapt to network demand.

ADVANCED SECURITY FEATURES

A unique feature of the WanderBox is the built-in intrusion prevention, web content filtering, and
pbehavioral heuristics system that can go head-fo-head with the best security devices in
the market; eliminating the need to purchase a stand-alone network security device.

VPN CONCENTRATOR WITH
IPSEC AND BUILT-IN
CERTIFICATE AUTHORITY

The WanderBox provides safe and secure access fo remote office networks, for end user
populations who are pbusiness travelers.

COMPREHENSIVE LOGGING

Collect important end user data in real time with the WanderBox, and get granular information on
end user population behavior and patterns.

USER FRIENDLY
ADMINISTRATIVE GUI ROBUST
GRAPHICAL INSTRUMENTATION
DASHBOARDS

The easy o use, browser based, administrative GUI allows network admins to get more done,
shedding both complexity and configuration time in the process. The WanderBox also provides you
with the tools you need to understand the health of your network, showing you historical and real fime
graphical representation of network performance.



O QQGONVERT END USERS INTO POTENTIAL

PREMIUM SERVICE SUBSCRIBERS BY PROVIDING
THEM WITH SEAMLESS ACCESS.

CAPTIVE PORTAL, FORCED BROWSER REDIRECTION:

The setf-up for up-selling opportunities begins with this rich feature. Restrict
access fo your network by forcing end users to enter credentials or offer
access fo an operator-defined list of websites where credentials are not
required. The captive portal allows for either option, but ensures that

a setf of credentials must be used to fully access and experience your

network resources.

The WanderBox allows you to redirect selected end user web requests
to a local captive portal web application with dynamic authentication

features like:

 Anintegrated database for local credential storage, which can be
managed simply and effectively via a local SQL database with an AJAX
web application GUI.

* The option of an external database connection for credential challenge
and response, allowing you to infegrate with other AAA mechanisms

(RADIUS, LDAP, WISPr), to reduce credential management overhead.

* The Ruby on Rails, eRuby and XML built framework, providing a highly
extensible portal web application with the help of cutting edge Web
2.0 tools, one benefit of which is an active, open-source community

rich in skilled developers.



Q Q@ANAGE BANDWIDTH RATES AND QUOTAS

FOR END USER GROUPS TO CREATE MONETIZATION
OPPORTUNITIES FROM ANY CAPTIVE END USER
POPULATION.

END USER EXPERIENCE MANAGEMENT:

The WanderBox trumps the competition with its unique ability to shape
and manage fraffic on a granular level. With the WanderBox, administrators
have the ability to establish bandwidth enforcement over a widely
diverse combinations of metrics, enhancing opportunities to sell and
manage premium end user access subscripfions. The WanderBox

automatically enforces administrator programmed rules to provide:

e Real time restriction of bandwidth utilization on a per-user basis to admin-
istrafor specified rate limits. Automated enforcement of programmed
rate limits for end users based on a lbroad spectrum of criteria including,
put not limited fo, payments applied at the captive portal, RADIUS

vendor specific attributes and pre-defined lists of MAC addresses.

e Bandwidth management enables administrator to up-sell end users
premium service packages such as VolIP enablement, VPN or packages

allowing access to video streaming sites (You Tube, Netflix, etc.)

e Usage quotas governing end user data consumption based on
administrator specified time scale, allowing fine confrol of bandwidth
over a variety of plan lives (e.g., 3 GB per month), while allowing
higher instantaneous speeds with automatic prompfing fo purchase

additional guota via captive portal.

e Hard packet prioritization that guarantees administrator specified end
users receive specified bandwidths before others. Enables administrator
to sell premium offerings for prioritized access for business customers,

end users with servers and other scenarios.



Q QQUTOMATICALLY BILL END USER POPULATION

FOR DIFFERENT TIERS OF ACCESS QUALITY BASED
ON THEIR BEHAVIOR ON YOUR NETWORK.

DYNAMIC AUTOMATED END USER ADAPTING BILLING SYSTEM:

Offer to provide free internet for a time period or charge for only banad-
width intensive sites, the WanderBox supports myriad service plans and
automatically bills end users. The WanderBox solves the problem current
Guest Access solutions fall short on. The WanderBox, based on administrator
programmed policies, automatically identifies upselling opportunities in
end user behavior, fully capitalizing on impulse purchases and ensuring

that opportunities are not missed.

With its robust billing mechanism, the WanderBox can be configured to
provide fiered levels of access and premium services, on either a recurring

or one fime basis via several methodologies, including:

« Fully integrated info the captive portal web application and internal
end user database is a credit card processing engine that supports
over forty payment gateways, allowing for automated billing based

on end user behavior.

« Single and multiple use coupon code generator and management.
Easy implementation and operation of alternative direct and reseller

revenue models (e.g., pre-paid, micro-payment, bulk payment, etc.).

« Zero cost service support. Specific support that simplifies management
of networks designed with zero direct revenue generation (e.g.,
session infercession by MAC address, authorization via shared

password, etc.)



Q QQ@AIN GRANULAR CONTROL OF END USER

SESSIONS BY CREATING AND ASSIGNING
POLICIES TO DIFFERENT GROUPS OF END USERS,
TO DISTINGUISH “"CLASSES OF SERVICE".

ROLE-BASED AAA POLICY ENFORCEMENT ENGINE:

Once specific rules are established for different groups of end users, the
WanderBox takes over and performs all the work traditionally relegated
to a network operator. The WanderBox automatically recognizes end
user behavior and correlates it with operator created policies, throughout

every stage of end user's network use.

The WanderBox dynamically enforces administrator created per-user
policies over an end user population, with a broad spectrum of target

identification and policy template options that include:

« |dentifying and assigning roles to end users through nearly any
mechanism imaginable including, but not limited to, credential capture
via portal, IP address, subnet, VLAN, MAC address, efc.

« |dentifying and grouping applications by server IP address, source

port(s), destination port(s) or DPI signature.

» One-click assignment of policy templates to end users, application
groups or authenticated databases of end users. Fully automated

enforcement of per-user policy.



Q Q@AIN CONTROL OF END USER WEB EXPERIENCE

TO SEAMLESSLY INJECT MARKETING MESSAGES OR
REDIRECT END USERS TO HIGHLIGHTED SERVICES.

WEB EXPERIENCE MANIPULATION:

The WanderBox has the ability 1o “re-write” a user's web session. Perfect
for the injection of marketing and notifications. Messages will seamlessly
appear within end user’s browser. No pop-ups or intrusive messages will be
seen, the WanderBox injects content that mimics content generated from
web pages that end users browse. The WanderBox offers complete
control over the end user World Wide Web experience with specific

support for premium service revenue generation mechanisms such as:

e Periodically redirect web requests to specially designed, interstitial

marketing templates delivered via the captive portal mechanism.

e Arbitrarily rewrite any or all web pages that end users experience. Inject
marketing messages, insert banners, and communicate operator service
messages inline with the end user web experience. Provides creative

options for administrators to deliver notifications and advertisements.

» Simplified infegration of pre and post authentication captive portal

markefing messages with infegrated payload rofation services.

» Confent filtering based on URL pattern matching with automatic

synchronization with publicly available blacklists.



Q QG OST EFFECTIVE AND COMPLETE ROUTING

SOLUTION, FOR AN EFFICIENT NETWORK.

ADVANCED CORE NETWORKING SERVICES:

With its easy to use point and click Web based interface, the WanderBox
will be the last router you need. The WanderBox can perform some
very high-level network “tricks” such as on the fly creation of hundreds

of subnets for safe and secure user segregation. In addifion to the cutting
edge End User Management and Revenue Generation feature-set, the
WanderBox is a complete routing solution that can go head-to-head
with the reliability, robustness, feature sets, and WAN to LAN throughput

speed of the best network routers, including the following subsystems:

» Completely configurable DHCP server. Full integration with end user
management to enable simplified option passing to end user devices

and fixed assignment of addresses.
e Full featured DNS server with primary and secondary zone control.

e RADIUS server with full infegration info internal database. Enables
administrators fo use the captive portal web application as a
centralized billing and end user management system with third-party

authentfication mechanisms.

e Bulk email subbsystem with fully customizable templates that can
easily broadcast direct marketing materials to all or some of the end

user population.



WAN SIDE LINK AGGREGATION & LOAD BALANCING

The WanderBox helps administrators reduce recurring network overhead
costs, as one WanderBox replaces multiple devices, among them
standalone network link aggregators and load balancers. The WanderBox's
built-in link aggregator and load balancer, in conjunction with its complex
Layer 3 routing capabilities, increases network reliapility during peak
periods.

These capabilities include:

« The ability fo aggregate several uplinks to achieve the equivalent
throughput of a single large link. Leverage multiple cost effective DSL
and cable modem uplinks to acquire large volumes of bandwidth at

a low monthly recurring cost.

 Automatically detect uplink status to manage pools of circuits in failover
scenarios. Option fo designate certain uplinks to serve solely as back-up,

supporting shadow leased line, satellite or WAN backup scenarios.

« Relating uplink pools to preferred groups of end users. Enables
administrator to offer premium services with high performance leased
lines based on routing policy specific to business and VPN customers
(for example), while low cost DSL and cable modem lines could be
designated as residential and bulk traffic.

« Simultaneously utilize a diverse array of uplink carriers. Enables operators
fo work with as many carriers as desired without cross carrier configu-
ration. Avoid complex, problematic and costly peering arrangements
and special routing protocols. All carrier diversity is handled inside the

gateway from the customer side of the telco demarc.



Q Q@EEP YOUR NETWORK SECURE AND SAVE

MONEY WITH THE FORMIDABLE IN-BUILT THREAT
MANAGEMENT SYSTEM.

ADVANCED SECURITY FEATURES

The WanderBox has advanced security features normally only found in
standalone firewalls. An essential component for running and managing
a healthy, public network, the WanderBox's advanced security features
rank with the best firewalls in the market; providing infrusion prevention,
web contfent filtering and behavioral heuristics; eliminating the need to

purchase a stand-alone nefwork security device. The WanderBox offers
means of securing your network that are unparalleled in a subscriber

gateway, such as:

» State of the art threatf detection system to dynamically alter packet
filtering for an end user or group, based upon IP address, MAC address,
DNS name and/or TCP ports. Full infegration with billing engine enables

operators to use filfering policy as an enabler of premium service offerings.

e Behavioral intrusion detection capabilities to quickly identify abusive
end users. Also can be used to detect malicious hosts that attack from
the WAN.

e DPI engine thaf enables signafure matching. Compatfible with industry
standard rule formats that are widely available for detecting viruses,

worms, malware, DoS attfacks and other common problems.

e Behavior and signature based intrusion idenfification are integrated with
the policy enforcement engine, enabling the operator to isolate and
temporarily or permanently penalize, quarantine or black-hole abusive
end users. All systems are also fully infegrated with all available end user
communication vecfors including, but not limited fo, captive portal,

interstifial redirection and message injecfion via payload rewrifing.



QQO@PTIMIZE UP-SELLING OPPORTUNITIES BY

PROVIDING ROAD WARRIORS WITH OFFICE
ACCESS.

VPN CONCENTRATOR WITH IPSEC AND BUILT-IN CERTIFICATE AUTHORITY

The WanderBox has the integrated apility to provide VPN connecfions.
With more users of public networks relying on VPN connections to get
work done while on the road, administrators can easily fake advantage
of premium VPN-enabled plans. The automatic VPN creation and fear-down
infegrates perfectly with the WanderBox billing system. The VPN
features of the WanderBox also allow a simple and secure method of
administration for remote administrators and network management

cenfers with the ability fo:

e Originate and ferminate sife-to-site IPsec VPNs fo ease management

of large scale networks.

e Concatenate hostto-site IPsec VPNs from the WAN to enable secure

remote access to privately addressed LANS.

e Concatenate host-fo-site IPsec VPNs from the LAN enabling operators

fo offer secure connectivity as a premium service.

e Fully infegrated CA can issue certificates when certain billing plans are
purchased allowing for zero-operator-infervention provisioning of premium

secure connectivity to end users.



Q QQ@AINTAIN DETAILED RECORDS OF NETWORK

END USERS’ BROWSING BEHAVIOR IN ORDER TO
FINE TUNE POLICY CREATION; PROVIDING THE
NETWORK INTELLIGENCE NEEDED FOR OPTIMUM
REVENUE GENERATION.

COMPREHENSIVE LOGGING

The WanderBox eliminates the need fo develop a comprehensive data
retention policy, as all important user data is collected in real time and
can be offloaded to remote storage for long-term archiving. The storage
database is fast, reliable and built on open standards so it can easily be
accessed and utilized by third-party data mining applications and tools.

Other features include:

« Generate reports on what domains are accessed by end user login,
MAC address, IP address groups and much more. Gather information
on the surfing habits of end users. Target advertising based on end user

surfing profiles. Sell end user surfing data to aggregators.

e Report on instantaneous fransfer rates as well as download quota
consumption. Persistent storage of data allows operator 1o see trends
over fhe long term. Enables operafor fo understand the end user

population and create offerings o maximize profitability.

« Enables forecasting and budgeting options for optimal network
administration, with details of the network and the gateway heaith.
Track utilization and resource consumption trends over the span of

days, weeks, months and even years.



Q QQOWERFUL MONITORING COUPLED WITH

DYNAMIC AND DETAILED REPORTING OF
NETWORK HEALTH.

ROBUST GRAPHICAL INSTRUMENTATION DASHBOARDS

One of the most overlooked aspects of enterprise-grade network
equipment is the reporting of network conditions, past and present, in real
fime. The WanderBox has a very robust and easy to read reporting
engine built-in. The web-based inferface provides high resolution, full color
graphs and reports on nearly every important metric, measuring every
aspect of the WanderBox's performance. From billing reports on each
plan, to network usage graphs on any network interface, or an aggregate
mix of all, the WanderBox generates visually powerful graphs and other

reports from its built-in database. Some of the features include:

« Visualization package which enables graphing of all instruments.
Operator specified time scales and graphic sizes. Supports multiple
parallel output formats. Real time graph updates via AJAX in the

web-based administrafive console.

e Monitor the status of netfwork nodes. Poll nodes for status and collect

uptime data. Report failures to operators in real fime.

« Cusfomizable, system and network resource consumption dashboards.
Complete information about entire subsystems in a single glance. Reall
fime updates via AJAX make the dashboards ideal for presentation on
Network Operation Center (NOC) displays.



